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1st Semester

First level

Contact hours

2 s
3 2
Code Course title o kS < >
= S S o
2 s | £ e
- a @) o
CCS100 Computer Science 9 5 3 i
Fundamentals
CCS101 | Computer Programming | 2 2 3 -
CBS100 | Mathematics | 2 2 3
CBS102 | Electronics 2 2 3 -
CBS103 | Probability and Statistics 2 2 3 -
CHU100 | English 2 - 2 -
Total 17
2"d Semester
Contact hours
2 o
3 )
Code Course title o S | = >
= B S e
& S o o
- a @) o
Report Writing and Presentation i CHU100
CHUILOL | gy 2 2 English
CBS101 | Mathematics Il 2 2 3 CBSlO.O
Mathematics |
CCS102 | Computer Programming Il 5 5 3 CCS101
Computer Programming |
CHU200 | Social Issues 2 - 2
CBS106 | Discrete Structures 2 2 3
CBS104 | Data Communication 2 2 3 (;CSlOO
Computer Science Fundamentals
Total 17
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1st Semester

Second Level

Contact
hours £ s
3 =
Code Course title o 'S § g
=) = °© —
3] = L o
3| £ © -
CCS200 Algorithms and Data 5 5 3 CCS102 .
Structures Computer Programming |1
CBS105 | Operations Research 2 2 3
: CCS100
CCS204 | Operating Systems 2 2 3 Computer Science Fundamentals
CCS202 | Database Systems 2 | 2 | 3 CCS102
Computer Programming |1
CCS203 | Computer Networks | 2 2 3 CBSlO4. .
Data Communication
CBS107 | Digital Logic Design 2 2 3
Total 17
2nd Semester
Contact hours v @
3 )
Code Course title o S | = >
= B S e
& S e o
- a @) o
CCS102
Network and Internet Computer Programming Il
CCS205 programming 2 2 3 CCS203
Computer Networks |
CCS206 | Internet of Things 5 2 3 CCS203
Computer Networks |
Fundamentals of Cyber CCS203
CYS200 Security 2 2 3 Computer Networks |
I . CCS200
CCS208 | Artificial Intelligence 2 2 3 Algorithms and Data Structures
Computer Organization and CBS107
CCS201 Architecture 2 2 3 Digital Logic Design
Humanities Elective (1) 2 - 2 -
Total 17

00 1 Y'Y dadin

saaiaall cileluall alaiy (S ) e zaliyal Aulalall Aa530)




Cila slaall g hbaslal) 401 5 58 3l dxala
Zagazig University — Faculty of Computers and Informatics

Third Level
1t Semester
Contact hours 1) a8
3 z
Code Course title o g | £ >
5 = = D
B 5| 8 S
(¢B] S S
- a @) o
CYS300 | Introduction to Cryptography CBS106
5 9 3 Discrete Structures
CYS200
Fundamentals of Cyber Security
CCS209 | Software Engineering CCsS102
2 2 3 :
Computer Programming |1
CYS302 | Digital Forensics and 5 9 3 CYS200
Investigations Fundamentals of Cyber Security
CCS303 | Mobile Application 5 9 3 CCS200
Development Algorithms and Data Structures
CCS302 | Computer Networks Il CCS203
2 2 3
Computer Networks |
Humanities Elective (2) 2 - 2 -
Total 17
2"d Semester
Contact hours
2 &
3 )
Code Course title o S | = =
=i = = o
8] B 8 &
3 2@ o
Multimedia CCS200
CCS207 2 2 3 Algorithms and Data Structures
CYS301 | Network Security CYS300
2 2 3 .
Introduction to Cryptography
CCS301 Machine Learning 5 9 3 B QCSZOS_
Artificial Intelligence
Penetration Testing CYS200
CYS303 2 2 3 Fundamentals of Cyber Security
Secure Software Development CYS300
Introduction to Cryptography
CYS304 2 2 3 CCS102
Computer Programming |1
Humanities Elective (3) 2 2 2 -
Total 17
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1st Semester

Fourth Level

Contact hours ) -
3 z
Code Course title o S | = >
=] — o — (5]
2] 8| 8 2
- a @) o
CYS402 | Advanced penetration testing CYS303
2 2 3 . :
Penetration Testing
CYS403 | Machine Learning for Cyber CCS301
Security 5 2 3 Machine Learning
CYS200
Fundamentals of Cyber Security
CYS401 | Malware Analysis CYS304
2 2 3
Secure Software Developmen
CYS400 | Multimedia Security CCS207
Multimedia
2 2 3 CYS300
Introduction to Cryptography
Specialization Elective (1) 2 2 3
PRJ401 Project 3 - 3 -
Total 18
2"d Semester
Contact hours » 2
3 2
Code Course title o S | = =
S = = (<3}
£l 8| % :
3 F | O o
CYS405 | Mobile Devices Forensics CYS302
2 2 3 . : _—
Digital Forensics and Investigations
CYS404 | Exploit Development for 5 9 3 CYS303
Penetration Testers Penetration Testing
Specialization Elective (2) 2 2 3
Specialization Elective (3) 2 2 3
Specialization Elective (4) 2 2 3
PRJ402 Project 3 i 3 PRJ401
Project
Total 18
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CHU100 English 4 alay) daLy

English, a comprehensive language course, elevates learners' proficiency through a structured
curriculum. The course covers foundational language skills: basic parts of speech, count,
uncountable nouns, articles, subject-verb agreement, adverbs of frequency, and tense usage
nuances. Mastery in sentence structure includes active, passive voices, types of sentences,
sequence of tenses, time, place, action, capitalization rules and conventions, refining linguistic
precision and directions. Question forms and multi-word verbs add depth to learners' language
repertoire. Throughout the course, practical exercises and real-world applications enhance
speaking, listening, reading, and writing skills, providing a holistic and progressively advanced
approach to language learning, empowering students to communicate effectively and with
confidence.

CHU101 Report ertlngk?ng Presentation ) &l gy ) AL

This course, tailored for computer science students, enhances proficiency in crafting and
delivering technical reports. Beginning with fundamental aspects encompassing research,
analysis, organization, and writing techniques, students cultivate a solid report writing
foundation. Progressing to diverse report types—technical reports, progress reports, and
feasibility reports—the course emphasizes tailoring reports for specific audiences. Transitioning
to presentation skills, it covers oral and visual aids, body language, and audience engagement
strategies. Students learn impactful presentation techniques using various media like PowerPoint,
videos, and live demonstrations. Throughout, practical application occurs through writing
assignments and presentations, culminating in a final project showcasing report writing and
presentation skills. By course conclusion, students develop proficiency in producing clear,
concise, and well-organized technical reports, alongside skills for delivering engaging
presentations—essential for academic and professional success.

CHU200 Social Issues daaiaal) LLadl

Social Issues explores dimensions confronting computing professionals, covering ethical
principles, social considerations, and technology's impact on society and the economy. It
addresses codes of ethics from ACM, IEEE, and CISSP, emphasizing the profession's
responsibility. Legal issues in computing practice and an overview of current debates, with a
focus on Egypt, are discussed. Topics include human rights, cultural relativism, and the influence
of business on human rights. The course equips students with a profound understanding of the
interplay between computing and societal dynamics, fostering ethical awareness and preparing
future professionals for complex social issues.
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Introduction to criminal justice and | adiladl g 4xiliad) Ahaml) 3 daxia

CHU102 cybercrime A g sy

The course offers a comprehensive overview of the criminal justice system, emphasizing law
enforcement, courts, and corrections, with a special focus on technology integration. It
introduces foundational elements, fostering an understanding of key components. Delving into
cybercrime covers types, investigative techniques, and legal frameworks. Students explore trends
like hacking, phishing, identity theft, and cyber terrorism. Techniques for prevention and
detection are addressed. Engaging discussions and case studies highlight challenges and
opportunities at the technology-criminal justice intersection. Analytical skills to evaluate
technology's impact allow effective assessment and response to cybercrime. By course
conclusion, students possess a profound understanding of technology's pivotal role in criminal
justice, equipped to analyze, evaluate, and respond to cybercrime issues, preparing them for
modern legal challenges.

CHUL03 Communlcatlgrllizlalzd Negotiation gl 5 JLa) )

The course equips students with a comprehensive understanding of the Integrated and
Collaborative Engagement Process, focusing on effective relationship building theory and
practice. Emphasis is on Effective Business Communication principles, Communicating in
Teams & Business Etiquette, Communicating Intercultural, and Planning Business Messages.
Exploring Writing Business Messages, it covers routine, bad news, and persuasive messages.
Business Reports, Oral Presentations, Writing Resumes, Interviewing, and Negotiation Skills are
also explored.

CHU104 Cybersecurity Ethics A mad) Gl CLENA

Cybersecurity Ethics explores the ethical dimensions of cybersecurity, offering a comprehensive
examination of various ethical theories and frameworks. Topics covered include utilitarianism,
deontology, virtue ethics, ethical theories, data privacy, surveillance, cybercrime, ethical
decision-making, risk assessment, ethical nuances, and the societal impact of their work.

CHU105 Fundamentals of Management B0y bl

The course introduces students to the multifaceted world of management, covering essential
topics for a well-rounded understanding. It explores management science, organizational
structures, inventory models, cost volume profit analysis, and resource management. Decision-
making processes and financial management are emphasized, followed by essentials of
accounting management. An overview of marketing strategies, key elements of human resource
management, and the importance of effective leadership conclude the course. By conclusion,
students acquire a comprehensive understanding of fundamental management principles, ready
to navigate organizational challenges, make informed decisions, and contribute to overall
business and team success.
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Fundamentals of Economics

- : aal) bl 3 g Aatdy) il
CHU106 and Feasibility Studies 63l Sl jdg L) S

The course comprehensively explores key economic concepts and applications, providing
students with a solid foundation. Introduction to foundational economic concepts sets the stage
for deeper exploration. Units delve into the fundamental economic problem, supply and demand
principles, and the theory of demand incorporating utility theory. Further exploration covers the
theory of production, cost, and firm operations, including pricing theory. Specialized areas such
as the economics of education, science and technology, and automation are explored.
Throughout, students engage with case studies, applying economic theories to real-world
scenarios. The latter part integrates feasibility studies, emphasizing the application of economic
concepts to assess project viability. By course conclusion, students possess a comprehensive
understanding of economic principles, ready to analyze economic phenomena and conduct
feasibility studies in various decision-making contexts.

CHU107 Business Management Jles¥ 5 04)

Business Management equips students with essential skills for effective leadership, emphasizing
strategic resource management. An overview establishes foundational principles; employee
selection and supervision, focusing on human resource management, follows. Exploring business
ownership forms, organizational structures, and product/service promotion is crucial for growth.
Effective communication and human relations skills are emphasized. The course covers
management strategies across key functions—personnel, finance, production, marketing, and
information processing. Case studies and practical exercises apply theories to real-world
scenarios. This holistic approach ensures students develop a well-rounded understanding of
business management, ready to navigate challenges and contribute to overall business success
and sustainability.

CHU108 | Entrepreneurship and Innovation DI g Jlas ) Bl

Entrepreneurship and Innovation addresses the growing significance of entrepreneurial thinking
and innovative practices across sectors. Designed to equip students with skills for envisioning,
planning, and launching ventures, it introduces foundational entrepreneurship principles.
Focusing on creative thinking techniques, it encourages an innovation mindset. Delving into
processes for developing, planning, and launching ventures, topics include intellectual property
protection, market evaluation, innovative business models, budgeting, and finance strategies.
Practical exercises and case studies apply theories to real-world scenarios. The course culminates
in a comprehensive business plan, integrating acquired skills. Recognizing entrepreneurship and
innovation's integral role in economic development, competitiveness, and governance, students
emerge well-equipped to navigate venture complexities and contribute to innovation culture in
the private and public sectors.

CHU109 Criminal Investigation Akl adasl)

The Criminal Investigation course provides a comprehensive overview of the criminal justice
system, emphasizing various investigations—homicide, fraud, and cybercrime. It offers a
thorough understanding of techniques, legal considerations, and ethical dimensions. Topics
covered include foundational elements, specific investigation types with unique challenges,
techniques like crime scene and forensic analysis, and legal/ethical considerations such as search
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and seizure, probable cause, and due process. Case studies and simulations offer hands-on
experience in investigative skills, especially those related to technology. Emphasis on analytical
skills ensures effective evidence analysis. By course conclusion, students possess a deeper
understanding of the investigative process, equipped to navigate challenges and contribute to
justice.

CHU110 Digital Marketing N (G gl

The Digital Marketing course explores diverse strategies and tools for success in the dynamic
digital landscape. Covering search engine optimization, social media marketing, email
marketing, and content marketing, it introduces foundational principles and delves into tools,
emphasizing analytics, web design, and customer relationship management. Focusing on
developing tailored strategies, the course incorporates case studies and simulations for practical
experience. Emphasizing teamwork, it equips students to collaborate effectively. By course
conclusion, students possess a deeper understanding of digital marketing principles and practical
applications, ready to analyze, evaluate, and implement strategies in the ever-evolving digital
landscape, contributing to the success of technology-focused organizations.

PJM\‘;QSJG.AAQLQJ*.AJA

CHU111 Selected topics in humanities | | Gty

Selected Topics in Humanities | offers students a unique opportunity to explore subjects beyond
the standard curriculum. Designed for in-depth analysis, discussions, and research, the course
delves into current and relevant humanities issues. Emphasizing contemporary topics, it provides
a dynamic study plan tailored to emerging interests. The flexible nature allows exploration into a
wide array of subjects, ensuring relevance. By course conclusion, students hone analytical and
research skills, gaining a comprehensive understanding of specific contemporary humanities
issues. Encouraging critical thinking and intellectual curiosity, the course explores topics beyond
standard curriculum boundaries, fostering a nuanced exploration of diverse subjects.

Lilady) aglad) 8 3 Uil e gua ga

CHU112 | Selected topics in humanities 11 g

Selected Topics in Humanities Il provides students a unique opportunity to explore subjects
beyond the standard curriculum. Designed for in-depth analysis, discussions, and research, the
course delves into current and relevant humanities issues. Emphasizing contemporary topics, it
offers a dynamic study plan tailored to emerging interests. The flexible nature allows exploration
into a wide array of subjects, ensuring content relevance. By course conclusion, students hone
analytical and research skills, gaining a comprehensive understanding of specific contemporary
humanities issues. Encouraging critical thinking and intellectual curiosity, the course explores
topics beyond standard curriculum boundaries, fostering a nuanced exploration of diverse
subjects.
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CBS100 Mathematics | | clul

The Mathematics | course provides a foundational exploration of key mathematical concepts,
covering pre-calculus review and calculus fundamentals. It comprehensively includes sets,
functions, limits, continuity, derivatives, and integrals. Emphasizing practical applications, the
course initiates with a pre-calculus review, followed by exploring limits and continuity. Focusing
on derivatives, it covers techniques and applications, leading to the introduction of integrals.
Integration techniques, numerical integration, and applications of definite integrals are explored.
Throughout the course, students engage in practical exercises, developing a solid foundation in
calculus. By course conclusion, students are equipped to tackle mathematical challenges across
various fields, applying their knowledge effectively.

CBS101 Mathematics |1 1 clal

Mathematics Il is a comprehensive exploration of matrix theory and linear algebra. It covers
systems of linear equations, matrix algebra, vector spaces, linear independence, dimension,
linear transformations, eigenvectors, eigenvalues, inner products, orthogonality, and projections.
The course aims to provide students with a deep understanding of fundamental concepts and
their applications. Throughout, practical exercises and applications enable students to apply
matrix theory and linear algebra concepts to real-world scenarios. By course conclusion, students
develop a strong foundation, equipped to tackle advanced mathematical problems and apply their
knowledge across various disciplines.

CBS102 Electronics el g sty

The Electronics course provides a foundational understanding of fundamental principles and
components. It covers basic principles like Ohm's law, Kirchhoff's laws, and circuit analysis,
setting the foundation for exploring components such as resistors, capacitors, and transistors.
Advanced topics include amplifiers and oscillators, while digital logic circuits are also covered.
Throughout, students engage in hands-on projects, applying theoretical knowledge practically.
Emphasis on troubleshooting, repair skills, and teamwork prepares students for effective
collaboration in professional environments. The course equips students with a comprehensive
understanding of electronic circuits and devices, coupled with practical skills, enabling them to
contribute effectively in technology-related fields.

CBS103 Probability and Statistics cNlaiaY g slasy)

The Probability and Statistics course covers fundamentals of probability, probability
distributions, sampling, point and confidence interval estimates. It explores testing hypotheses
for both large and small samples, operating characteristic curves, and quality control charts. The
course delves into goodness of fit, curve fitting, regression, correlation, and analysis of variance.
Practical application using statistics computer packages is emphasized. The latter part covers
classification, clustering, and representative selection. Practical exercises enhance analytical
skills for effective data analysis and decision-making in various fields. Students gain proficiency
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in research, quality control, and classification through a robust understanding of probability and
statistics.

CBS104 Data Communication clila) Jawl 8

Data Communication provides a comprehensive understanding of data transmission and
networking. Beginning with foundational concepts and models, the course expands into
computer networking criteria, topology, switching, and internet concepts. It covers network
models, layered structures, analog, and digital data, encoding techniques, transmission modes,
media types, and characteristics. The course concludes with multiplexing techniques. Practical
exercises and case studies enhance real-world application, enabling students to understand,
analyze, and contribute to optimizing communication systems in various technological settings.

CBS105 Operations Research albles ¢gag

Operations Research explores optimization theory and decision analysis, providing students with
skills for complex problem-solving and informed decision-making. The course covers
foundational principles, linear programming, network analysis, integer programming, and
decision analysis. Queuing theory is explored for optimizing systems with waiting lines.
Practical exercises apply optimization models to real-world scenarios, emphasizing decision
analysis in uncertain situations. By course completion, students can formulate real-world
problems as mathematical models and apply algorithms for optimal solutions. This prepares
them to contribute effectively to decision-making in logistics, supply chain management,
finance, and manufacturing, addressing complex challenges and optimizing processes for
enhanced efficiency.

CBS106 Discrete Structures Badaa cus) 5

Discrete Structures covers foundational concepts in discrete mathematics for computer science:
functions, relations, sets, proof techniques, Boolean algebra, propositional and predicate logic,
digital logic, number theory, counting, recurrence relations, graphs, trees, and matrices. The
course emphasizes practical application through exercises, preparing students for computer
science studies and real-world scenarios.

CBS107 Digital Logic Design ahiall aracatt)

Digital Logic Design introduces students to combinational and sequential logic, covering logic
gates, minimization, arithmetic circuits, and modern logic devices. It progresses to sequential
circuits, flip-flops, counters, and registers, emphasizing practical applications through case
studies. State machines and their representations, including truth tables and state diagrams, are
explored. The course incorporates a lab component using computer-aided design software,
allowing hands-on experience with logic simulation, minimization, and hardware description
language (VHDL). By course completion, students possess a strong foundation in digital logic
design, enabling them to design, analyze, and simulate digital circuits for applications in
computer engineering and related fields.
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CCS100 Computer Science Fundamentals lad) 2 gle il

The foundational Computer Science course covers data representation, algorithms, and problem-
solving. It introduces programming languages, data structures, and abstract data types. Exploring
software design and development, it guides students through creating effective solutions.
Computer organization, architecture, operating systems, and networks are examined for a
comprehensive understanding. The course concludes with a focus on social and ethical issues in
computing. Engaging in hands-on exercises and projects, students apply theoretical concepts
using various programming tools. By course end, students possess a robust foundation in
computer science, preparing them for specialized areas and practical applications in the field.

CCsS101 Computer Programming | | Gulad) daa

Computer Programming | introduces procedural programming, emphasizing skills and
languages. Topics include graphics API, fundamental constructs (variables, types, control
structures), functions, parameter passing, structured decomposition, algorithms, and problem-
solving. Practical exercises focus on applying concepts with an emphasis on clear syntax and
structured programming. Testing and debugging are integrated. The course explores computer
science's historical and social aspects. Students gain fundamental programming skills, procedural
understanding, and systematic problem-solving abilities for advanced studies in programming
and related fields.

CCS102 Computer Programming 11 I lad) daa

Computer Programming Il builds on procedural programming, introducing object-oriented
programming (OOP). It covers OOP fundamentals like encapsulation, inheritance,
polymorphism, and class hierarchies. The course explores computing algorithms, including
searching and sorting. It introduces event-driven programming, computer graphics, and reviews
programming language principles. The final part addresses software engineering issues, offering
insights into broader programming aspects. Through practical projects, students apply OOP
concepts. The course provides a strong foundation in OOP, algorithms, and software
engineering, preparing students for advanced studies in programming and application
development.

CCS200 | Algorithms and Data Structures Gl JSba g cila ) Al

Algorithms and Data Structures course comprehensively covers fundamental concepts in
algorithm design and data structures. It includes basic data structures like linked lists, arrays,
stacks, and trees, along with sorting algorithms, graph theory, and algorithm analysis. Storage
management techniques, advanced topics like dynamic programming, and design methods are
explored. Practical application is ensured through hands-on programming assignments in
languages like C++, C#, or Java. The course fosters critical thinking and problem-solving skills,
preparing students for advanced studies in computer science. Upon completion, students possess
a profound understanding of algorithms and data structures, valuable for careers in software
development and data science.
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Computer Organization and Lol At « 4
. | da laza
CCs201 Architecture a5 %)

The Computer Organization and Architecture course explores CPU design, memory
organization, and contemporary computer systems. It covers internal and external bus structures,
virtual memory, and alternatives to classical machine architecture. Advanced topics include
parallel processors and distributed systems. Students learn assembly language for a deeper
understanding of high-level languages and hardware. Practical exercises emphasize critical
thinking. The course provides foundational knowledge for advanced studies and careers in
computer architecture and related fields.

CCS202 Database Systems i) 3o g alas

The Database Systems course covers data modeling, relational database design, and SQL
programming for effective data management. Students learn database administration tasks,
optimization strategies, and data integrity. NoSQL databases are introduced, emphasizing their
advantages. Practical exercises include hands-on projects covering database design,
implementation, and administration. The course fosters critical thinking and problem-solving
skills, preparing students for roles in database management, development, and administration.
Proficiency in SQL, relational, and NoSQL databases ensures readiness for careers in data
analysis, software development, and database administration.

CCS203 Computer Networks | | clald) il

Computer Networks | explores Internet principles, covering packet switching, OSI model,
TCP/IP suite, the structure and components of computer networks, packet switching, layered
architectures. Students learn LAN technologies (Ethernet, Token Ring, FDDI) emphasizing
design and management. The course addresses the network layer, covering congestion control,
quality of service, and multicast. Practical exercises enable real-world application, fostering
critical thinking and problem-solving skills. By course end, students possess a strong foundation
for further studies and careers in networking, administration, and related fields.

CCS204 Operating Systems Jaadil) alas

Operating Systems provides a deep exploration of modern OS design, tracing its historical
evolution. It covers computer system structures, process management, including synchronization
and algorithms, inter-process communication, deadlocks, thread management, CPU scheduling,
memory hierarchy, virtual memory, secondary storage, I/O management, and file systems.
Practical exercises and case studies ensure hands-on application. The course cultivates critical
thinking and problem-solving skills, preparing students for roles in OS design and
administration. It establishes a robust foundation for further studies and careers in OS, computer
science, and related fields.

Network and Internet

. 2 AT g i) dae
CCS205 programming S Y g Cllad) A

Network and Internet Programming introduces networking fundamentals, including protocols
and IP addressing. It covers TCP and UDP socket programming, asynchronous 1/0O, and multi-
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threading for efficient applications. Server and client-side web programming with HTTP,
HTML, CSS, and JavaScript is explored. The course guides students in building web
applications using RESTful APIs and JSON. Practical projects enhance real-world application.
Fostering collaborative programming and problem-solving skills, it prepares students for
dynamic roles in network and internet programming. Proficiency gained serves as a foundation
for advanced studies and careers in network programming and web development.

CCS206 Internet of Things sLaY) el )

The Internet of Things (IoT) course introduces technology fundamentals, covering sensors,
actuators, and microcontrollers. Exploring 10T architecture layers, including data acquisition,
communication, processing, and applications, students gain insights into effective 1oT system
design. Addressing challenges like security and privacy, the course explores ethical and social
implications. Hands-on projects allow students to build and program I0T devices, enhancing
practical skills. By course completion, students possess a solid understanding of 10T concepts,
well-prepared to design and implement basic 10T systems. The course serves as a foundation for
further 10T studies and careers in embedded systems and 10T solution development.

CCS207 Multimedia daaiall Jailu 5l

Multimedia explores the intersection of mathematics, science, and computing. It covers
foundational principles in multimedia system computing, various information types (voice, data,
video, facsimile, graphics), and advances in compression technology. The course emphasizes
optimizing multimedia data for storage and transmission. Practical projects allow students to
apply design and evaluation concepts, developing hands-on skills. By course end, students are
prepared to tackle challenges in multimedia systems, fostering critical thinking. The curriculum
serves as a foundation for further studies or careers in multimedia, digital media, and related
fields.

CCS208 Artificial Intelligence S LhaY) sl

Artificial Intelligence (Al) introduces distinctions between artificial and human intelligence,
problem-solving strategies, and heuristic search techniques. Symbolic processing covers
semantic nets, model-based reasoning, frames, and knowledge representation. Inference
techniques include predicate logic, tautology, and unification. The course extends into heuristics,
game playing, automated reasoning, computational linguistics, natural language processing,
computer vision, intelligent agents, and robotics. Practical applications enhance understanding.
The comprehensive course prepares students for further studies and careers in Al, machine
learning, and intelligent systems.

CCS209 Software Engineering b jall dwria

The Software Engineering course adopts a project-based approach, fostering collaborative
teamwork and iterative design. Covering software engineering standards, qualitative aspects
(maintainability, extensibility, reusability, robustness), and a balanced top-down and bottom-up
design, students gain a comprehensive toolkit. They learn to make informed decisions
considering technology, project duration, risks, and customer expectations. Design Patterns and
Unified Modeling Language (UML) are explored, providing practical insights into software
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system development. Through hands-on projects, students navigate complexities, aiming to meet
industry standards. The course instills a holistic perspective in software design, preparing
students to deliver solutions aligned with quality and customer expectations in the dynamic field
of software engineering.

CYS200 Fundamentals of cyber security () oead) (Y Sl

The Fundamentals of Cybersecurity course, designed for second-level computer science
students, provides foundational insights into cybersecurity principles. It covers core elements
like threats, risks, and vulnerabilities in information systems. Topics include cryptography,
network security, software security, access control, and incident response. Ethical and legal
aspects are explored, emphasizing responsibilities in information system protection. Practical
application is reinforced through hands-on labs. This prepares students for advanced studies and
roles in the dynamic field of cybersecurity, ensuring proficiency in securing information systems
through comprehensive theoretical and practical knowledge.

(FA5 gosie W + GLad) delu VY + (Gla) Aol £ F) Faadaa Aol 1
Ljlay) cfy gl
teob LaS danidia dgjlia) Bading cilelu (£Y)

CCS301 Machine Learning ALY alas

The Machine Learning course explores diverse approaches in the dynamic field of autonomous
program improvement through experience. It covers decision tree inference, neural network
learning for applications like speech recognition, statistical learning, genetic algorithms,
Bayesian methods, explanation-based learning, and reinforcement learning. Decision trees' role
in applications like autonomous vehicles is highlighted. The course equips students with a
versatile toolkit, addressing challenges through data-driven statistical methods, evolutionary
algorithms, and learning from explicit explanations. Reinforcement learning is discussed for
adaptive behavior optimization. Practical applications, including autonomous navigation and
speech recognition, enhance understanding. Students gain a comprehensive grasp of machine
learning methods, preparing them for real-world applications in this rapidly evolving field.

CCS302 Computer Networks 11 I lald) clsud

Computer Networks Il provides an advanced exploration of networking principles, focusing on
WAN technologies and delving into Software Defined Networking (SDN). The course covers
WAN design, MPLS, VPNs, and WAN acceleration, offering comprehensive insights into wide-
area networking complexities. The revolutionary paradigm of SDN is introduced, including its
architecture, protocols, and APIs. Students gain hands-on experience with SDN controllers,
switches, and applications through programming assignments. Advanced topics encompass
network security, management, and performance evaluation, exploring cutting-edge concepts in
modern networking. The curriculum emphasizes designing, simulating, and managing intricate
network infrastructures, preparing students for evolving challenges in the dynamic field of
computer networks.
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CCS303 | Mobile Application Development Joanal) cillukai gl

The Mobile Application Development course offers a comprehensive exploration of mobile
operating system architecture, Ul design principles, and development frameworks. Course
Topics: Mobile operating systems, Ul design principles, app development frameworks, mobile
programming, marketing strategies, app distribution, and user data analysis. Dive into mobile OS
architecture for efficient app creation, concentrating on crafting intuitive and visually appealing
user interfaces. Participate in hands-on programming projects, utilizing popular tools, third-party
libraries, and APIs. Gain insights into the dynamic app market, covering marketing strategies,
app distribution, and analysis of user data. Practical development skills are emphasized, ensuring
proficiency in creating, marketing, and distributing applications. This course prepares students
for a fulfilling career in app development or related fields.

CYS300 Introduction to Cryptography sl ale A dadia

The Introduction to Cryptography course provides a foundational exploration of encryption,
decryption, key exchange algorithms, and cryptographic protocols. Core principles, including
symmetric-key and public-key cryptography, are covered, alongside practical insights into hash
functions. Hands-on programming assignments enable the application of theoretical knowledge,
emphasizing the implementation and analysis of cryptographic algorithms. The course spans
classical and modern cryptography, featuring topics like RSA, AES, and elliptic curve
cryptography. Security principles such as secure key management, digital signatures, and
certificates are explored. By course completion, students possess a robust understanding of
cryptography, merging theoretical knowledge with practical skills for securing information
across diverse applications.

CYS301 Network Security i) (pal

Network Security course ensures students comprehend and counteract diverse network threats.
Focus on resilient network design, emphasizing secure infrastructures. Cover key security
measures like firewalls, intrusion prevention, emphasizing defense implementation. Explore
secure protocols, including SSL/TLS and IPsec, enhancing understanding of cryptographic tools
for secure communication. Extend to wireless network security, email security, and access
control. Hands-on labs enable practical experience in configuring and securing network devices.
Emphasis on practical skills equips students to implement and maintain secure networks
effectively. Upon completion, students possess a profound understanding of network security
principles and practical skills applicable in diverse contexts.

CYS302 | Digital Forensics and Investigations | 4wad i dxiliad) ciligal) g 414Y)

Digital Forensics and Investigations course offers a comprehensive exploration of principles and
practices. Equip students with knowledge and skills for digital evidence collection, analysis, and
presentation. Address legal and ethical aspects, covering evidence rules, chain of custody, and
associated considerations. Delve into various digital evidence types, including computer, mobile
device, network forensics, and memory forensics. Provide practical experience through hands-on
labs, focusing on tools and techniques for data recovery, file system analysis, and malware
detection. Emphasize the investigative process, highlighting documentation and reporting
importance. Throughout, prioritize practical skills, ensuring theoretical understanding and
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effective navigation of digital investigations. Students are well-prepared for legal and ethical
digital investigations.

CYS303 Penetration Testing ) AAY) JLad)

Penetration Testing course provides an in-depth exploration of fundamentals. Equip students
with knowledge, tools, and methodologies used in penetration testing for identifying
vulnerabilities. Cover penetration testing process, including reconnaissance, scanning,
enumeration, exploitation, post-exploitation, and reporting. Hands-on experience through lab
exercises using tools like Nmap, Metasploit, and Burp Suite for real-world scenarios. Address
ethical and legal considerations, emphasizing permission and disclosure requirements.
Understand ethical standards and legal frameworks governing penetration testing. Emphasis on
practical skills ensures proficiency in identifying and exploiting vulnerabilities. Students are
well-prepared for responsible, ethical, and effective penetration testing practices.

CYS304 Secure Software Development diaY) Ciliaa jall g ghat

Secure Software Development course equips students to understand and counter security threats
in software development. Topics include injection attacks, buffer overflow, and cross-site
scripting. Secure software design is emphasized, covering input validation, coding practices, and
encryption. Hands-on programming applies knowledge to identify and mitigate vulnerabilities.
Practical skills are honed through real-world scenarios. Security testing tools and methods are
explored, integrating security testing into the development life cycle. Students possess
knowledge and skills to create resilient, secure software, contributing effectively to professional
settings.

CYS400 Multimedia Security Basaial) Jaila gl (pal

Multimedia Security course provides a comprehensive understanding of safeguarding
multimedia content, including images, video, and audio. Topics include watermarking,
steganography, digital rights management, and content-based multimedia authentication.
Practical applications involve assignments and lab exercises, enhancing skills in implementing
multimedia security techniques. Legal and ethical considerations, including copyright laws and
digital forensics, are explored. Upon completion, students will possess a robust understanding of
multimedia security concepts, techniques, and applications. They will be proficient in assessing
the security of multimedia content and implementing measures to counter potential threats,
preparing them for roles in diverse professional settings.

CYS401 Malware Analysis B_lal) geal sall Julas

Malware Analysis course covers identifying, analyzing, and defending against malware,
including viruses, worms, and Trojans. Topics include malware creation, distribution tactics, and
defensive strategies. Techniques encompass static and dynamic analysis, behavior analysis, and
memory analysis using tools like IDA Pro, Wireshark, and OllyDbg. Hands-on labs and real-
world scenarios enable practical application. The course emphasizes developing skills to detect,
analyze, and mitigate malware attacks. Students gain a solid understanding of malware analysis
for real-world cybersecurity. Prepared to actively contribute to cybersecurity efforts, Students
defend against evolving malware threats.
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CYS402 Advanced penetration testing adlial) (3l AN Lol

Advanced Penetration Testing course delves into advanced techniques for identifying,
exploiting, and defending against application security vulnerabilities. Topics include XSS, SQL
injection, CSRF attacks, authentication, access control, web server security, and advanced web
application attacks. Advanced techniques cover multi-stage attacks, layer 2 attacks, social
engineering, exploit generation, physical attacks, and negotiating rules of engagement. Practical
application involves hands-on exercises with tools like Kali Linux, Burp Suite, and OWASP
ZAP. Legal and ethical considerations address responsible vulnerability disclosure. Students are
equipped with advanced penetration testing and vulnerability assessment skills, prepared for
cybersecurity roles to tackle complex security challenges.

Machine Learning for Cyber . NI s
. ) |y ALY
CYS403 Security (il ) 3D ALY alas

Machine Learning for Cyber Security provides a comprehensive exploration of machine learning
techniques in addressing cybersecurity challenges. Topics include data preprocessing, feature
selection, supervised and unsupervised learning, and anomaly detection. Fundamental concepts
such as data preprocessing and feature selection are covered, focusing on supervised and
unsupervised learning applied to network intrusion detection, malware classification, and spam
filtering. Hands-on experience is emphasized through programming assignments, implementing
machine learning algorithms for cybersecurity scenarios. Ethical considerations, including
privacy and bias, are addressed. Students will possess a solid understanding of machine learning
applications in cybersecurity, equipped to implement and evaluate algorithms for various
security tasks, bridging advanced analytics and cybersecurity challenges in professional roles.

CYS404 Exploit Development for Gl Cliaa 1 ghat
Penetration Testers GBI AAY) (g il

This course imparts in-depth knowledge and practical skills in reverse engineering, memory
corruption vulnerabilities, and exploit techniques. Fundamental concepts of reverse engineering
are introduced, laying the foundation for understanding and exploiting vulnerable code. Memory
corruption vulnerabilities are explored, enabling students to analyze and exploit weaknesses in
software. Exploit techniques are covered, empowering students to develop exploits for various
operating systems and architectures. Advanced topics, including shell code development,
bypassing security mechanisms, and exploit mitigations, are addressed. The course focuses on
hands-on lab assignments and projects, providing practical experience in exploit development for
real-world scenarios. Students will possess a deep understanding of exploit development
techniques and methodologies, proficient in analyzing and developing exploits for diverse
platforms, ready for roles requiring advanced penetration testing skills.

Bl B A ) Auiliad) AaY)

CYS405 Mobile Devices Forensics a ‘

Mobile Devices Forensics course explores smartphone forensics, covering malware, incident
response, and spyware detection. Introduction emphasizes the importance of mobile device
forensics. Deep-dive forensic examination includes recovering deleted data and analyzing
SQLite databases. Focus on the best smartphone forensic tools. Advanced topics include
handling locked/encrypted devices, incident response for smartphones, and mobile device
management's impact on forensic analysis. The course prioritizes hands-on experience, enabling
students to use custom scripts, conduct searches, and develop SQL queries. Students will possess
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practical skills for forensic analysis on smartphones, ideal for careers in digital forensics and
related fields.

A0 A LaRY) el o calllal) Loyl Bacins el (1Y)

CCS210 Number Theory ald 41 4 las

The Number Theory course explores foundational mathematical concepts and their applications
in cybersecurity. It covers natural numbers, basic operations, and prime numbers, modular
arithmetic, and the RSA cryptosystem. Advanced topics include the Euclidean Algorithm,
Chinese Remainder Theorem, their role in public-key cryptography, Diophantine equations,
arithmetic functions, continued fractions, irrational numbers, and prime number distribution.
Throughout the course, students engage in problem-solving exercises and proof-writing
assignments to enhance analytical skills. By the course's conclusion, students attain a
foundational understanding of intricate number theory concepts, preparing them for contributions
to the evolving landscape of cybersecurity.

CCS304 Cloud Computing Aol v gal)

The Cloud Computing course provides a comprehensive study of cloud concepts and service
models, covering Infrastructure as a Service (laaS), Platform as a Service (PaaS), Software as a
Service (SaaS), and Business Process as a Service (BPaaS), infrastructure migration, progressing
from virtualization to on-demand resource provisioning. The course delves into laaS, covering
adaptive virtualization and cloud infrastructure, PaaS, including platforms like AWS, Google
App Engine, and Microsoft Azure, exploring services and resource management. The course
covers SaaS and BPaaS, addressing vendor-maintained applications and cloud security. The
course emphasizes hands-on assignments, configuring laaS services, developing cloud-based
applications, and integrating heterogeneous cloud platforms. Students gain skills to build end-to-
end business solutions on the cloud across diverse service models.

CCS400 Image Processing b guall datlaa

The Image Processing course provides a comprehensive study of digital image fundamentals and
advanced manipulation techniques. Topics include spatial domain enhancement, covering grey
level transformations, spatial filters, as well as frequency domain enhancement using transforms
like Fourier transform. Geometric transformations are explored for spatial orientation
manipulation. The course delves into image segmentation techniques, including edge detection,
thresholding, and region-based segmentation. Morphological image processing is introduced,
covering operation concepts. Through hands-on projects, students gain practical skills in
manipulating and analyzing digital images. By course end, students acquire a robust
understanding of image processing principles and advanced methods, ready to apply these skills
to real-world scenarios.
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CCS401 Wireless Sensors Networks ASLad) &l pdiiall cilSud

The Internet of Things (IoT) course provides a thorough exploration of 10T concepts, focusing
on Wireless Sensor Networks (WSNs). Key topics include WSN deployment, topologies, and
medium-access layer design with a focus on IEEE 802.15.4 and ZigBee protocols. The course
introduces 10T concepts, establishing foundational knowledge. The course covers WSN
elements, structure, challenges, and practical applications. The course explores WSN topologies,
addressing network configurations. The course focuses on engineering techniques, emphasizing
deployment strategies. The course delves into medium-access layer design, covering IEEE
802.15.4 and ZigBee protocols. The course addresses routing and energy-efficient operation.
Unit 7 explores contemporary WSN issues. Hands-on practice is emphasized, allowing students
to engage in projects using state-of-the-art WSN design tools, ensuring a comprehensive
understanding of WSN concepts and practical deployment skills.

CCS402 Systems Programming At daa

This course delves into low-level programming and system-level development, covering
addresses, pointers, memory layout, and data representation. Key topics include text, data, and
bss segments, debugging techniques, hex dumps, concurrent execution with threads and
processes, system calls, and library functions, debugging, hex dumps, and concurrent
programming. The course explores tools building, covering make files, shell scripts, and Unix
tools. Scripting languages like awk and version control concepts are introduced. Units address
object and executable files, symbol tables, pointers to functions, DNS hierarchy, and
programming for embedded systems. Practical exercises include socket programming and tool
development. Students acquire a solid understanding of systems programming, adept at
developing efficient, low-level software for diverse computing environments.

CCS403 Mobile and Wireless Networks ASLU) g A ganal) culsudl)

This course explores mobile and wireless networks, covering wireless coding, modulation, signal
propagation, IEEE 802.11a/b/g/n/fac, 60 GHz millimeter-wave gigabit networks, vehicular
networks, white spaces, IEEE 802.22, Bluetooth, wireless personal area networks, and loT
protocols. Students gain insights into cellular networks, spanning 1G/2G/3G, LTE, LTE-
Advanced, and 5G. Hands-on projects and exercises provide practical experience in configuring
and analyzing wireless networks. Students possess a comprehensive understanding of mobile and
wireless networks, ready to design, deploy, and manage wireless communication systems in
diverse applications.

CYS406 Internet of Things Security e LEl @l 1) ¢yl

This course covers security concepts, protocols, and mechanisms crucial for 10T device and
network security. Topics include authentication, authorization, confidentiality, integrity, risk
assessment, 10T security models, cryptography, secure communication protocols, access control,
and additional security mechanisms like intrusion detection and prevention. Students engage in
hands-on projects, applying security principles to I0T scenarios, gaining practical experience.
Students possess a comprehensive understanding of IoT security, ready to design and implement
secure solutions in real-world applications.
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CYS407 Incident Response Systems ) gall Alatu) dala)

This course empowers students with essential skills for effective cybersecurity incident response.
Topics include the six phases of incident response, interaction with law enforcement, legal and
ethical considerations, steps post-incident, and the roles within an incident response team.
Students engage in hands-on projects and real-world scenarios, gaining practical experience in
incident response techniques. Students will possess a solid understanding of incident response
principles and be well-prepared to respond effectively to cybersecurity incidents, collaborate
with law enforcement, and contribute to information system security.

Network Monitoring and Threat

) 2 agtl) CAdS ¢ ASuil) 48y
CYS408 Detection LARVEYEA 9 A4S 28] ja

This course explores network monitoring techniques and threat detection strategies, empowering
students to effectively safeguard network environments. Topics include fundamentals of network
monitoring, customizing for optimal threat detection, hands-on experience in detecting and
analyzing threats, TCP/IP and common application protocols, and the benefits of signature-based
and behavioral network monitoring tools. Students gain practical skills in identifying and
responding to various threats, distinguishing normal from abnormal network activities, and
translating threat modeling into effective detection capabilities for zero-day threats. Emphasis is
placed on using flow and hybrid traffic analysis frameworks in traditional, hybrid, and cloud
network environments. Students will possess a comprehensive understanding of network
monitoring and threat detection, ready to apply this knowledge in real-world scenarios for robust
network security.

CYS409 Advanced Cryptography pdiiall dddl) ale

This Advanced Cryptography course explores both theoretical and practical dimensions of
modern cryptography, emphasizing provable security and cryptographic protocols. Foundational
concepts include public-key encryption, digital signatures, hash functions, pseudo-randomness,
and zero-knowledge proofs. Advanced topics cover secure multiparty computation, secret
sharing, homomorphic encryption, and post-quantum cryptography. The course introduces
complexity theory and computational number theory tools essential for cryptography. Practical
aspects focus on cryptographic implementation, design, analysis, and real-world applications,
integrating cryptographic techniques into various systems. A solid background in mathematics
and algorithms, along with prior exposure to cryptography, is required. Through theoretical
discussions, practical exercises, and implementation projects, students deepen their
understanding of advanced cryptography, preparing them to design secure solutions for diverse
applications.

CYS410 Cloud Security ) )

Cloud Security course provides a comprehensive exploration of security challenges and solutions
in cloud computing. Topics include fundamentals of cloud security, architecture design
principles, identity and access management, encryption, secure communication, threats and
attacks, best practices, industry standards, security assessment, auditing, cloud security services
and tools, and case studies. The course assumes a basic knowledge of computer networks,
security, and cloud concepts. Through theoretical discussions, hands-on exercises, and case
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studies, students gain expertise in identifying, analyzing, and mitigating security risks in public,
private, and hybrid cloud environments. The course ensures adherence to industry standards and
equips students with practical skills to secure cloud resources effectively.

CYS411 | Industrial Control Systems Security Lo lial) asadl) 4al) cpal

This course equips students with knowledge and skills for securing Industrial Control Systems
(ICS), focusing on SCADA systems and PLCs. Topics include ICS fundamentals, SCADA and
PLC architecture, vulnerabilities, vulnerability assessment, risk mitigation, industry best
practices, compliance standards, and incident response. The course assumes foundational
knowledge of cybersecurity. Through a practical, hands-on approach, students learn to assess
vulnerabilities, implement risk mitigation, and respond to incidents in ICS environments. The
course ensures readiness to address unique challenges in securing critical infrastructure.

CYS412 | Cybersecurity Risk Management il omed) ) laliia B )|

This course empowers students with skills for navigating information security risks. It covers
qualitative and quantitative methodologies for identifying, analyzing, and mitigating
cybersecurity risks. It introduces information security risk management principles, explores risk
analysis methodologies, and focuses on data-driven risk analytics using data mining and machine
learning. The course examines the relationship between IT risk and business value through
industry case studies, equips students to perform regular risk assessments, and emphasizes
effective cybersecurity strategies aligned with organizational goals. Practical exercises prepare
them for real-world scenarios, ensuring expertise in identifying, analyzing, and mitigating
information security risks for establishing robust cybersecurity postures in organizations.

CYS413 Operating System Forensics Juhdiil) aatl 40ad ) Ailind) A04Y)

The Operating System Forensics course equips students with essential skills for retrieving and
analyzing digital evidence across various OS, including Windows, Linux, Mac, iOS, and
Android. Covering fundamental concepts, it emphasizes evidence retrieval and preservation for
forensic investigations. Exploring file systems, it provides insights into their structure for
extracting forensic data. Addressing memory structures, registry entries, and OS artifacts, it
reveals hidden information for forensic analysis. Focusing on web browsing artifacts, the course
teaches techniques to recover and analyze digital traces. Introducing diverse tools and techniques
through practical exercises, it emphasizes real-world scenarios; ensuring students are adept at
handling digital investigations, honing OS forensics skills for extracting valuable evidence.

CYS414 Databases Security Uil ae) g8yl

Databases Security course ensures students grasp knowledge and skills to secure various
databases, including relational, NoSQL, and cloud-based types. Focus areas include foundational
security principles, practical application of security measures, tools for detecting and preventing
database attacks, and compliance with regulations like PCI DSS, HIPAA, and GDPR. Hands-on
exercises enhance practical skills, enabling effective security implementation. The course
prepares students to address evolving challenges in diverse organizational contexts.
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This course navigates students through the intricacies of assessing, mitigating, and managing
risks in the digital realm. Deep dives into chosen subjects cover cutting-edge technologies.
Covering risk analysis, frameworks, and response strategies, students gain expertise in protecting
systems and data. Exploring topics such as threat modeling, vulnerability assessment, and risk
communication, the course emphasizes the practical application of risk management. Students
delve into cybersecurity regulations, privacy considerations, and incident response planning.
With hands-on projects, they develop skills in implementing risk management frameworks and
responding effectively to cyber threats. This course prepares students for roles involving
strategic cybersecurity decision-making and risk mitigation across diverse organizational
contexts.

CYS415 | Special Topics in Cybersecurity |
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This course explores contemporary issues and emerging trends. Emphasizing adaptability,
students collaboratively select and study specific, relevant topics aligned with the latest
developments. Deep dives into chosen subjects cover cutting-edge technologies, emerging
threats, and innovative cybersecurity strategies. Through discussions, research, and practical
exercises, students refine critical thinking skills, preparing them to actively contribute to the
dynamic cybersecurity landscape. The course serves as a platform for ongoing exploration and
engagement with the latest challenges and advancements in cybersecurity.

Introduction to Reverse

. : duSal) dwaigl) B dadd
Cysal7 Engineering ) ) 2 fadhe

The course introduces computer science students to reverse engineering, unraveling software
mysteries. Foundational principles cover its importance in security and interoperability. Practical
aspects explore tools like disassemblers, decompilers, binary format navigation and assembly
language interpretation. Advanced topics include code obfuscation, malware analysis, and
software patching in real-world scenarios. Ethical and legal considerations ensure responsible
practices. Students master reverse engineering, gaining valuable skills applicable across
computer science and cybersecurity domains.

CYS418 Blockchain Technology Jisl) bt 4y

The course covers fundamental blockchain concepts like peer-to-peer networks, cryptographic
functions, and transactions. It explores blockchain's disruptive principles, enabling secure,
transparent data sharing without intermediaries. Real-world applications in finance, supply chain,
healthcare, and social media are examined. Students explore major blockchain platforms—
Bitcoin, Ethereum, Hyperledger Fabric—through hands-on projects. Challenges like scalability
and privacy, along with regulatory considerations, are addressed. The course equips students
with a nuanced understanding of blockchain complexities and practical skills, preparing them for
dynamic applications and contributions to decentralized technology evolution.
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The course covers fundamental principles of wireless network security, including encryption,
authentication, and access control. Practical applications involve hands-on defense against
various attacks like eavesdropping and spoofing. Emerging trends such as 5G and loT
integration are explored, addressing unique security considerations in vehicular networks.
Ethical, legal, and social dimensions of wireless network security are discussed, emphasizing
responsible practices. Students gain holistic skills for securing wireless communications in
dynamic environments.

CYS420 Cryptanalysis <l A& Jalas

Cryptanalysis is explored in this comprehensive course, covering foundational concepts,
terminology, and techniques. Students learn to decipher encrypted messages, applying attacks
like brute-force, frequency analysis, differential, linear, and algebraic attacks to break
substitution, transposition, stream, block, and public-key ciphers. Historical and modern
examples, including the Enigma machine, RSA challenge, and Advanced Encryption Standard
(AES), are studied for real-world insights. Hands-on projects with cryptanalysis tools provide
practical experience, and discussions on ethics, legality, and social implications offer a broader
perspective. The course equips students with technical skills and ethical considerations for
deciphering encrypted information.

CYS421 Quantum Cryptography S pddal)

Quantum Cryptography course is an exploration of quantum information security, covering
fundamental concepts and quantum phenomena. Topics include quantum bits, superposition,
entanglement, and the no-cloning principle. The course delves into the implementation and
analysis of quantum cryptographic protocols, including quantum key distribution, coin flipping,
bit commitment, and digital signatures. It explores the current and future landscape, addressing
quantum hacking, networks, and post-quantum cryptography. Hands-on projects with quantum
cryptography hardware and software provide practical experience. Ethical, legal, and social
discussions enhance students' understanding of the broader implications of quantum information
security. The course aims to equip students with technical skills and a comprehensive
perspective on the field.

CYS422 Information Theory Cila glaall 4 a3

The Information Theory course explores foundational principles like entropy and mutual
information. Practical applications span cryptography, machine learning, network security, and
quantum computing. Integrating discrete mathematics, probability theory, and linear algebra
establishes a robust theoretical foundation. Connecting theory to practice, students solve
problems and engage with real-world scenarios in hands-on projects. The course aims to instill a
deep appreciation for the mathematical aspects of communication and computation, equipping
students with versatile skills for theoretical concepts and practical applications in information
theory.
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The Cyber Threat Intelligence course immerses students in collecting, analyzing, and
disseminating critical information about cyber threats. It covers the threat intelligence lifecycle,
including gathering, processing, analyzing, and disseminating intelligence for proactive
cybersecurity strategies. Exploring diverse intelligence sources and types, students learn to
navigate open-source and proprietary feeds. The course introduces threat modeling and analysis
frameworks, empowering students to assess threats' potential impact. Covering threat
intelligence platforms and standards ensures students are familiar with tools facilitating effective
collaboration. Emphasis on intelligence sharing and collaboration, along with practical exercises,
prepares students to be adept practitioners in cybersecurity. By course end, students contribute
actively to identifying, analyzing, and mitigating cyber threats.

cYSa24 Cybersecurity for Critical Laatl) L5t ) puead) (aY)
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The Cybersecurity for Critical Infrastructure course covers foundational systems protection,
focusing on sectors like energy, transportation, water, health, and finance. It explores their
dependencies and unique cybersecurity challenges. Students analyze diverse cyber threats and
emerging risks, applying principles of cybersecurity risk management to assess, prioritize, and
mitigate risks. The course addresses incident response and recovery strategies tailored to critical
infrastructure. Real-world case studies enhance practical skills, allowing students to propose
effective solutions. By course end, students possess the skills needed to actively contribute to
protecting and enhancing the resilience of critical infrastructure against evolving cyber threats.

CYS425 Advanced Digital Forensics daaiial) duad ) Auiliad) DoY)

The Advanced Digital Forensics course enhances students' skills in investigating complex cyber
incidents. It covers advanced acquisition and analysis techniques for interpreting digital evidence
from various sources, including mobile devices, cloud services, network traffic, and malware.
Exploring legal and ethical dimensions, students learn about privacy, chain of custody, and
expert testimony. Practical applications, involving hands-on exercises, reinforce investigative
skills. Research projects on emerging topics keep students abreast of the latest developments,
ensuring they contribute actively to the dynamic field of digital forensics. The course prepares
students for adeptly handling intricate cyber incident investigations, leveraging advanced tools
and methodologies.

Firewalls & Intrusion Detection
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Network Security and Defense is a comprehensive exploration of strategies to safeguard
networks. The course covers fundamental concepts, emphasizing the role of firewalls and
intrusion detection systems (IDS) in network security. Design and implementation of firewalls
are explored, encompassing hardware and software solutions, with hands-on exercises for
practical configuration. Intrusion detection systems principles and techniques, including
signature-based and anomaly-based approaches, are covered. Practical experience is gained in
configuring, testing, and evaluating IDS. The course ensures a balance between theoretical
understanding and practical skills, preparing students to contribute effectively to the
implementation of robust network security measures.
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Geographic Information System Security provides students with a thorough understanding of
cybersecurity within GIS. The course begins with foundational concepts, emphasizing unique
challenges in securing geographic information systems. Delving into specific threats and attacks,
students gain insights into potential vulnerabilities. Focus shifts to security requirements,
enabling analysis and implementation of effective security measures. Exploration of security
policies underscores their pivotal role in mitigating risks and ensuring GIS integrity. Throughout,
the course introduces security mechanisms, offering practical insights for securing these
specialized systems. Students emerge well-prepared to address cybersecurity challenges specific
to geographic information systems upon completion of the course.
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Project 1, a capstone course for fourth-level computer science students, immerses them in real-
world cybersecurity challenges. In collaborative teams, students design, implement, and evaluate
cybersecurity solutions, mirroring the software development life cycle. Emphasis on
documentation and presentation skills ensures effective communication. The course covers
cryptography, network security, web security, malware analysis, digital forensics, and ethical
hacking. Hands-on projects enhance understanding and cultivate creativity, critical thinking, and
collaboration. Students gain practical experience and a holistic skill set, preparing them for
success in the dynamic field of cybersecurity.
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Project 2, a capstone course for fourth-level computer science students, empowers them to
address real-world cybersecurity challenges. Through collaboration in teams, students design,
implement, and evaluate cybersecurity solutions, following the software development life cycle.
The course emphasizes documentation, effective communication, and presentation skills,
ensuring technical competence. Covering cryptography, network security, web security, malware
analysis, digital forensics, and ethical hacking, the curriculum provides a comprehensive
exploration. Hands-on projects enhance expertise, fostering creativity, critical thinking, and
collaboration. By course completion, students will possess a robust skill set, well-prepared for
impactful contributions to the dynamic field of cybersecurity.
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